
Local Reconfiguration Policies�

Jonathan K. Millen
Computer Science Laboratory

SRI International
Menlo Park CA 94025 USA
millen@csl.sri.com

Abstract

Survivable systems are modelled abstractly as collec-
tions of services supported by any of a set of configura-
tions of components. Reconfiguration to restore services as
a result of component failure is viewed as a kind of “flow”
analogous to information flow. We apply Meadows’ theo-
rem on datset aggregates to characterize the maximum safe
flow policy. For reconfiguration, safety means that services
are preserved and that that reconfiguration rules may be
stated and applied locally, with respect to just the failed
components.

1. Introduction

System survivability is concerned with the ability (of a
distributed computer system) to continue to make resources
available, despite adverse circumstances including hard-
ware malfunctions, software flaws, malicious user activi-
ties, and environmental hazards such as electronic interfer-
ence ( [9], p. 97). It is a higher-level property that includes
computer and network security, fault tolerance, and assur-
ance [10]. Survivability can be investigated from many
points of view; our purpose is to apply an abstract model
motivated by, and deriving specific results from, another
model used in computer security.

A distributed system is characterized here as a collection
of components configured to provide a set of user services.
Different fault-tolerant architectures have different charac-
teristics with regard to how many components may safely
fail, whether components are interchangeable or whether
certain components must be operational, and what kind of
failure is acceptable. Sometimes failed components are as-
sumed to be simply unresponsive, but some systems can
deal with active misbehavior such as Byzantine faults, in
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which failed components act in an arbitrary and possibly
malicious fashion.

In the present context we focus attention on those sets of
components that are sufficient to support system services,
when other components have failed. At this level of abstrac-
tion we are not concerned with the type of failure, and we
will assume that it is known which components have failed.
We address the question of determining how to reconfigure
a system using replacement components in such a way as
to restore the required services. This setting distinguishes
our approach from work in the artificial intelligence arena
that uses a similar abstract system model, but focuses on the
problem of fault diagnosis for a single service, using incom-
plete knowledge of the system and its fault, given as a set of
logical formulas. A typical paper in this category is [3]; and
a paper that, unusually, takes this approach but does address
reconfiguration is [1].

We call a set of components sufficient to support a ser-
vice acompositionof the service. The same service might
be supported with different compositions. If components
are interchangeable, perhaps any subset of a given sizem
of the total set is sufficient. For example, systems that use
“voting” will work if any majority of an active set is operat-
ing correctly. Byzantine faults can often be overcome when
at least two thirds of the components are correct. (See, for
example, [6].)

Components might be interchangeable, yet for structural
reasons there might be limits on which unused components
can be reconfigured to replace failed ones, as in [8].

If components are not interchangeable, there might be
distinct subclasses of components and some members of
each subclass must be operational, as in systems like
Pluribus [5]. In any case, given a system service, and know-
ing the fault-tolerance mechanism, we can determine the
collection of all its supporting compositions.

The notion of “service” is not defined here except in the
context of the compositions that support it and their con-
figurations. The user or designer of a system is free to de-
cide what services the system is expected to provide. Two
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services supported by the same sets of components can be
distinguished only if the components must be configured
differently with respect to their ability to support other ser-
vices simultaneously.

The service provided by a composition can depend on
how the components in it are connected or which interfaces
are used. As a trivial example, consider the capital letters
I andV as components of a Roman numeral. Their com-
position is just the setfI; V g, but this composition can be
configured either asIV or V I to support the incompatible
services of signifying the number 4 or 6.

If the interconnection cannot be changed quickly and au-
tomatically, the two services are not available at the same
time. Thus, in general, the availability of components in a
composition is necessary but not sufficient to ensure avail-
ability of any particular service supported by the composi-
tion.

Before proceeding with the formalization, it may be use-
ful to summarize what kinds of results could be achieved in
the context of this simple model of services. Three types of
results seem likely.

Representation.The composition model of a service is
very general, but it would be inefficient to describe a ser-
vice by actually listing the sets of components that support
it. We can look for optimal, irredundant representations for
service. The notion of a service “basis” that appears below
is a step in this direction.

Algorithms. Given a collection of services in a suitable
representation, algorithms could be derived to enumerate
their dependencies, their shared structure, their sensitivity
to failures, and so on. These algorithms, or the tasks them-
selves, can be analyzed for their computational complexity.

Insights. Taking an unconventional view of a problem
may yield unique insights that would be unlikely to have
been recognized in other formulations. An example of this
is the “local reconfiguration” result in this paper.

Local reconfiguration is a property of a policy for trans-
forming the current state of a system in response to failures.
At a given time, certain components are allocated and con-
figured to support a set of services. When some of those
components fail, various options may exist for restoring the
required services by replacing or bypassing the failed com-
ponents. A reconfiguration policy is based on a set of (old,
new) pairs of system configurations. Such a policy islocal
if the permissibility of an (old, new) pair can be answered
simply by looking for a (replaced, replacement) pair, where
the replaced set may, for example, consist of just the failed
components. Locality means that there is a much more effi-
cient representation of the policy than a list of system-level
(old, new) pairs.

The local reconfiguration result is that, given a sys-
tem and a specification of which services are supported by
which components, there exists a unique maximal local re-

configuration policy. Surprisingly, this result follows from a
result in multilevel computer security, due to Meadows [7],
regarding the existence of a safe information flow policy in
an environment (typically a database) where an aggregate of
information from different objects may have an abnormally
raised sensitivity.

2. Formal Model for Services

A key observation about services is the following:if a
given composition is sufficient to provide a service, then any
larger composition will also be sufficient.That is, the avail-
ability of more correctly operating components is never a
disadvantage. One could argue that this is sometimes not
the case, as for example if the additional components in-
crease the load on a system and consequently decrease its
performance below an acceptable level. But for a large class
of systems, having more correctly-operating components is
a benefit, or can be made to be a benefit by designing the
components properly. Also, any disadvantage derived from
having extra components can be neutralized by configur-
ing the service with those components disconnected, so that
they are treated as non-operational.

To identify compositions that support a service, we can
just list the minimal compositions of the service, since any
other composition supports the service if and only if it in-
cludes some minimal composition. A set of minimal com-
positions isirredundantin the sense that no two composi-
tions in it are comparable via set inclusion.

Formally, a system expresses a mapping from a set of
services to irredundant sets of compositions.

Definition 2.1 (System)A pair S = (S; S) consisting of a
set ofservicesS and a set ofcomponentsS is a systemif
there is abasismappings 7! [s] defined onS such that for
all s 2 S,

1. u 2 [s] ) u � S and

2. [s] is irredundant:u; v 2 [s] andu � v impliesu = v.

We refer to[s] as thebasisof s. In this paper we will
deal with only one systemS, so all references to services
and components refer to elements of the givenS.

It is reasonable to assume also that each element of a
basis is finite. It is unnecessary to make the stronger as-
sumption that there are only a finite number of components,
or that each basis is finite, and it seems too heavy-handed to
do so, given the ever-expanding size of the global Internet.

A composition supports a service if and only if it in-
cludes at least one of the basis compositions for that ser-
vice. In this situation we will also say that the composition
supports the basis.
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Definition 2.2 (Support) A compositionu supportsa ser-
vices if there existsv 2 [s] such thatv � u.

It follows immediately that basis elements are minimal
with respect to set inclusion among compositions that sup-
port a service.

Not every irredundant set of finite compositions is nec-
essarily the basis for some service in a given system. Many
such sets would be associated with services that are nonsen-
sical or simply unwanted. Consider the two special services
whose bases are; andf;g, respectively. The basis; might
be said to belong to an “impossible” service since no set of
components is able to support it. The basisf;g might be
said to belong to a “don’t-care” service since it is supported
even when no components are available.

2.1. Survivability Pre-ordering of Bases

Services can be compared with respect to survivability.
One service is at least as survivable as another if every com-
position that supports the other system will also support this
one.

Definition 2.3 (Survivability Pre-ordering) s v t if (u
supportss impliesu supportst.)

The orderings v t means thats is no more survivable
thant. For, since any composition supportings must sup-
port t, s cannot operate with any composition that fails to
supportt.

Note that the impossible service is the least survivable,
and the don’t-care service is the most survivable.

The relationv is only a pre-ordering on services, be-
cause although it is obviously reflexive and transitive, anti-
symmetry fails. Whens andt are supported by the same
compositions, they are not necessarily the same service, be-
cause, as remarked earlier, a composition may be configured
and interconnected differently to provide different services.

The survivability of services can be compared by looking
at their bases.

Proposition 2.1 (Basis Comparison)s v t iff for all u 2
[s] there existsv 2 [t] such thatv � u.

Proof. Supposes v t and letu 2 [s]. Thenu supportss, so
u also supportst and there existsv 2 [t] such thatv � u.

Conversely, supposeu 2 [s] implies there existsv 2 [t]
such thatv � u. Supposew supportss. Then there exists
u 2 [s] such thatu � w: Producev 2 [t] such thatv � u.
Thenv � w, sow supportst.

Corollary 2.2 (Basis Partial Ordering) The relation v
induces a partial ordering on bases. In particular, ifs v t
andt v s then[s] = [t]:

Proof. This is easily checked. Antisymmetry follows from
the fact that bases are irredundant.

3. Safe Reconfigurations

Vint Cerf has said that “networks are always broken,”
meaning that in a large enough network, there are always
some nodes that are malfunctioning or down, so that re-
configuration is a constant fact of life. A similar comment
would apply to other fault-tolerant systems. This leads us
to characterize the state of a system, in part, by the current
set of operational components.

We may be interested in states that provide less than the
entire set of servicesS. That is because not all of the ser-
vices offered by a system are necessarily needed at a given
time. This is particularly true if the system in question is
merely an internal subsystem of some larger, fault-tolerant
system such as a network. A system may also operate in de-
graded modes in which some useful subset of the entire set
of services is being maintained, because not enough compo-
nents are available to support them all. Hence, a character-
ization of a system state should identify the set of services
that it is configured to provide, and indicate which compo-
nents are allocated to which services.

Definition 3.1 (States)A statep of a systemS is a pair
(p; p) such that

1. p � S is a set of services;

2. p � S is a set of components called thesupportof p,
such thatp supports everys 2 p;

Furthermore, there exists at least one functionf onp called
a configurationof p such that

1. f(s) � p and

2. f(s) supportss.

A configuration isdisjoint if its range elements are pairwise
disjoint.

A configuration of a statep is a function that shows how
each service inp is supported by sets of components inp.

An important point here is that some configurations are
realizableand some are not. Suppose, for example, that a
services is supported by a single componentA, and that
another servicet is also supported byA. Can boths andt
be supported in a statepwith p = fs; tg andp = fAg? The
question is whetherA can be shared to support boths and
t at the same time, or whether it can only be configured to
support one or the other. In the first case,p has a realizable
configuration, and in the second case, it does not. A state
with a realizable configuration is itself called realizable.
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Realizability may depend on which other components
are present. Certain kinds of peripheral storage devices, for
example, may be attached to any of several workstations.
They can be shared by two workstations concurrently if and
only if there is a network connection between the two work-
stations.

Whether a state is realizable or not is an empirical fact
about the sharability of components in it, so we do not know
in advance which of the possible states are realizable. It
depends on the system. The set of realizable states must be
part of the characterization of a system.

Definition 3.2 (Realizable States)Let the set of realizable
states of the systemS be denoted byR. Every realizable
state has a realizable configuration.

It is reasonable to assume that deleting services or adding
components (without connecting them, for example) does
not destroy the realizability of a state. This is expressed as
an axiom.

Axiom 3.1 (Spare) If p 2 R, d � p andp � u � S, then
(d; u) 2 R.

It is reasonable to assume that any disjoint configuration
is realizable, since no components have to be shared.

Axiom 3.2 (Disjoint Realizability) If f is a disjoint con-
figuration ofp thenf is realizable andp 2 R.

3.1. Reconfiguration

A state transition is just a pair of realizable statesp; q
representing a possible reconfiguration of the system. A
failure in one or more components can force a transition.

It is desirable to maintain enough redundancy or repair
capability so that when a failure causes the system to depart
from one statep, it can be brought soon into another state
q that supports at least the same services. Those transitions
are called service-preserving.

Definition 3.3 (Service-Preserving)A transitionp; q is
service-preservingif p � q.

It is tempting to try to localize the specification of a tran-
sition policy by saying something like, “if this component
fails, replace it by this one,” without considering the realiz-
ability constraints and the possible future impact fully.

As an example, suppose that some services is supported
normally by componentA andt is supported normally by
componentB. Assume that there is a standbyC that can
replace eitherA or B but cannot be shared to do both. A
transition policy to useC for eitherA or B has the defect
that if the reconfiguration happens forA first, and thenB
fails, there will be no replacement forB. We might want

to know this so that we can add another replacement com-
ponent to the standby stock, or replaceC with a sharable
unit.

This sort of analysis can be facilitated by a result that
arises from an unexpected quarter, namely, database infor-
mation flow security. We will describe the original source
first, then show how to apply it to this reconfiguration prob-
lem.

3.2. Dataset Aggregate Systems

Consider the problem of aggregation in multilevel secure
databases. A set of data items has a sensitivity level that
cannot decrease as the set is enlarged. When two sets of
data items are merged, the combined sensitivity level may
stay at the maximum of the combined levels or rise to a
higher level. The “aggregation problem” as such refers to
situations where the level of the merged set is strictly higher
than the least upper bound of the levels of the sets merged.
It has been discussed in papers such as [4].

In 1990, Meadows proved a theorem about information
flow in aggregates, which we will refer to as the “Dataset
Aggregate Theorem” [7]. With a suitable mapping of
dataset concepts to service concepts, we can apply that the-
orem to obtain a nontrivial result about fault tolerance.

A dataset aggregate system is a triple(X;L; �) where
X is a collection of “datasets,”L is a lattice of sensitivity
levels, and� : 2X ! L is a monotone function assigning a
lattice element (ordinarily a sensitivity level) to each set of
datasets. (2X is the powerset ofX , the set of its subsets.)
The rationale for choosing a lattice as the domain of sensi-
tivity levels appeared first in [2]. Monotonicity means that
if u � v then�(u) � �(v). 1

Meadows’ result concerns (information) flow policies. A
flow policy is a transitive relationR, written in infix form
as!R, that extends set inclusion on sets of datasets. That
is,

Definition 3.4 (Flow Policy) !R is a flow policy onX if

transitive: !R is a transitive relation on2X , and

monotone: if u � v � X thenu!R v:

A flow policy is safeif it respects the partial ordering of
sensitivity levels, and aggregating source sets is permitted.
That is,

Definition 3.5 (Safe Flow Policy)A flow policy!R onX
is safewith respect to� if

�-preserving: u!R v implies�(u) � �(v) and

1It will be helpful later to note that monotonicity implies that�(u) _
�(v) � �(u [ v), where ‘_’ is the lattice join.
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aggregative: u!R w andv !R w implies(u[v) !R w.

The idea behind safe flow policies is that ifu !R v,
then information can be permitted to flow fromu to v, since
a subject with sufficient access to viewv would also have
sufficient access to viewu. If both u andv can flow tow,
then their combined information can be aggregated inw,
sow must have a high enough level to cover the aggregate
level. The intent is to make sure that when flows are per-
mitted, the destination object is labelled sufficiently high to
protect against future aggregation.

Meadows’ Dataset Aggregate Theorem states that there
exists a unique maximal safe flow policy, and gives a char-
acterization of it. This is Theorem 2.5 of [7].

Theorem 3.1 (Dataset Aggregate Theorem)Let
(X;L; �) be a dataset aggregate system, and let!R be the
flow policy defined byu!R v iff 8w; �(u[w) � �(v[w):
Then!R is the unique maximal safe flow policy.

An important consequence of this theorem is that the
maximal safe flow policy is determined by flows from sin-
gle elements. This is part (a) of Lemma 2.6 of [7].

Lemma 3.2 (Element Flow) Let!R be the maximal safe
flow policy on(X;L; �). Thenu !R v if and only if, for
each elementx 2 u; fxg !R v.

3.3. Application to Survivability

The first thing we need to do is to construct a dataset ag-
gregate system out of a system of services and components.
In our application, datasets will be components, so that�
is defined on compositions. Our analogue of a sensitivity
level is based on the idea that the more services a composi-
tion supports, the more sensitive or critical it is.

However, a given composition does not determine a sin-
gle maximal set of services, since it may support differ-
ent sets of services in different incompatible configurations.
The following definition of� seems to work. The next sub-
section explains why other, simpler, definitions fail.

Definition 3.6 (Composition Sensitivity Level) �S(u) =
fpjp 2 R andp = ug.

Thus,�S(u), the sensitivity level of a compositionu, is
the set of service-sets of realizable states supported byu.

Let D = 2S be the collection of sets of services. The
set of sensitivity levels for�S is the powerset2D; any pow-
erset is a lattice under set inclusion. Furthermore,�S is
monotone with respect to set inclusion.

Proposition 3.3 (�S Monotone) If u � v then�S(u) �
�S(v):

Proof. Supposeu � v. Let p 2 �S(u): Thenp = u � v.
By the Spare Axiom,q = (p; v) 2 R, andq = v, soq 2
�S(v). But q = p, sop 2 �S(v).

With this choice for�, we have a dataset aggregate sys-
tem.

Proposition 3.4 (Aggregate System)(S; 2D; �S) is a
dataset aggregate system.

Recall that the first property of a safe flow policy is that
safe transitions maintain�. That is, ifu!R v is safe, then
�(u) � �(v). If this property is satisfied it has an inter-
esting consequence for the existence of service-preserving
transitions.

Theorem 3.5 (Service-Preserving Flows)These two
properties are equivalent:

P1 �S(u) � �S(v)

P2 for all p 2 R such thatp = u there existsq 2 R such
thatq = v andp = q.

Proof. Assume P1. Letp 2 R such thatp = u. Then
p 2 �S(u). By P1,p 2 �S(v). Hence there existsq 2 R
with q = v andp = q.

Assume P2. Letp 2 �S(u). Thenp = u. By P2, there
existsq 2 R with q = v andp � q. By the Spare Axiom,
r = (p; v) 2 R and we have bothr 2 �S(v) andp = r.
Thusp 2 �S(v).

The property P1 is the first of the two properties of a safe
flow relation. The property P2 says that any state supported
by u can be reconfigured to a state supported byv with a
service-preserving transition.

3.4. Why Other �s Fail

Other potential and apparently simpler choices for� in a
survivability context are either not monotone or do not yield
the result on service-preserving flows.

Suppose, for example, we defined�S(u) = fsju sup-
portssg. This sensitivity level is monotone, but it is not
the case that P1 implies P2. If�S(u) � �S(v), andp is
realizable withp = u, we know that each service inp is
supported byv. However,v might only be able to support
them individually, not all together, so there is no guarantee
of a realizable reconfigured stateq providing all ofp.

Another tempting choice is�S(u) = fp 2 Rjp = ug.
This one is not monotone. We can make a monotone version
with a small change: let�S(u) = fp 2 Rjp � ug. In fact,
P1 implies P2 with this definition. But P2 does not imply
P1. The problem is that this definition is too restrictive–
one can show that if�S(u) � �S(v) thenu � v. This is
too restrictive because one of the reasons we might want to
replaceu is that all its elements have failed, in which case
we wantv to be disjoint fromu.
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3.5. The Induced Reconfiguration Policy

We can apply this result to reconfigurations by defining a
reconfiguration policy as a transition relation on realizable
states. A flow policy induces a reconfiguration policy as
follows.

Definition 3.7 (Induced Reconfiguration) If !R is a flow
policy with respect to�S , the induced reconfiguration pol-
icy;R is defined by:p;R q if p; q 2 R andp!R q.

From definitions and the service-preserving flow result,
it is immediate that a safe flow policy induces a service-
preserving reconfiguration policy, and it is complete in the
sense that any permitted flow induces a permitted reconfig-
uration.

Corollary 3.6 (Service-Preserving Reconfiguration)
Suppose that!R is a safe flow policy. Then:

1. any reconfigurationp;R q is service-preserving, and

2. if p !R v then there existsq such thatq = v and
p;R q.

This corollary applies to any safe flow policy, but of
course the greatest benefit is obtained by applying it to the
maximal safe flow policy.

Definition 3.8 (Maximal Safe Reconfiguration) If !S is
the maximal safe flow policy,;S is themaximal safe re-
configuration policy.

The correspondence between the aggregation concepts
and the reconfiguration concepts is summarized in the table
below.

Aggregation Reconfiguration
DatasetsX ComponentsS

Aggregatesu � X Compositionsu � S
Sensitivity level� �S(u) = fpjp 2 R andp = ug
Flow policy!S Induced reconfiguration policy;S

3.6. Localization

Our next task is to look at the second property of a safe
flow policy, the ability to aggregate source sets.

Suppose the transitionsu ! w andv ! w are both
permitted by a safe flow policy. Thenu [ v ! w is also
permitted. Thus, by the corollary above, for any statep
with p = u [ v, there is a reconfigurationq with q = w.

Here is a simple example of an unsafe flow policy. As-
sume that we have a system with componentsA;B; and
C and servicess, supported byA, andt, supported byB.
ComponentC is a floating backup that can replace either

A or B but not both at the same time. A policy permitting
fAg ! fCg andfBg ! fCg is unsafe, because while
each transition by itself preserves whatever service is sup-
ported, any attempt to replace the unionfA;Bg ! fCg
will fail.

The facts of the situation do not offer any alternatives,
since there is no way to recover from failures of bothA
andB. The point is that we would like to know in advance
whether this is the case, and checking safety will tell us.

The maximal safe flow policy satisfies the Element Flow
lemma, which allows us to test for safe flows one element
at a time. It has the following consequence for the induced
reconfiguration policy.

Theorem 3.7 (Local Reconfiguration)Let ;S be in-
duced by the maximal safe flow policy!S . Let p 2 R.
Then these two conditions are equivalent:

1. there existsq 2 R such thatq = v andp;S q

2. for all x 2 p we havefxg !S v.

The Local Reconfiguration Theorem simplifies the job
of the system administrator who has to reconfigure the sys-
tem after failures of componentsx1; x2; :::. It shows that
all that is needed is a list giving, for each component, one
or more replacement compositions. After choosingu1 such
thatfx1g !S u1, andu2, ... similarly, the theorem guar-
antees that there is a service-preserving reconfiguration to a
stateq such thatq =

S
i
ui.

The list of possible replacementsu for a componentx
need only include minimal sets, by transitivity of the max-
imal safe flow policy. Thus, the maximal safe reconfigura-
tion policy can be represented by listing the minimal com-
positionsu such thatx =2 u (since a failed component can-
not belong to its replacement set) andfxg !S u.

4. Constructing the Maximal Safe Flow Policy

The Meadows paper addressed the computational prob-
lem of determining in practice, for a manageably small set
of datasets, which flows between aggregates are permitted
by the maximal safe flow policy. Her approach was to use
the mappingg taking each aggregate to the set of all datasets
that are permitted to flow into it. Meadows did not give a
name for this mapping; we will call it theflow closurefunc-
tion.

Definition 4.1 (Flow Closure) The flow closureg is de-
fined by:

g(u) = fxjfxg !S ug

Suppose!S is the maximal safe flow policy. Because
of the Element Flow lemma,

u!S v () u � g(v) () g(u) � g(v):
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The Meadows paper did not explain in a general way
how to generate the closuresg(u), although an example was
given. A way to construct the flow closure for small systems
is suggested here. We begin with a theorem that serves as
the first step in identifying elements ofg(u). This result is
an easy consequence of the Dataset Aggregate Theorem.

Theorem 4.1 (Element Closure)fxg !S u if and only if
x 2 u or both�(fxg) � �(u) and for allv such thatx 2 v,
�(v) � �(u [ (v � fxg)).

The test in the Element Closure theorem is made for allv
such thatx 2 v, but actually it is sufficient to make the test
for the relatively small collection ofexceptedaggregates,
defined by Meadows as follows.

Definition 4.2 (Excepted Aggregate)A nonempty aggre-
gateu � X is exceptedif

�(u) 6=
_

w2P0(u)

�(w)

whereP 0(u) = 2u � fug is the set of proper subsets ofu.

Excepted aggregates are the anomalous sets exhibiting
the “aggregation problem.” Note that, in our application,
every set in a basis is excepted, because any proper subset
would not support the service whose basis contains that set.
This makes�S of the subset strictly smaller than that of the
excepted aggregate.

Note that ifu is excepted, then�(u) 6=
W
w2W

�(w) for
any subcollectionW � P 0(u).

Theorem 4.2 (Excepted Aggregate Testing)Suppose
there existsv such thatx 2 v and�(v) 6� �(u[ (v�fxg)).
Then anyv that is minimal with this property is excepted.

Proof. Let v be minimal with the property in the theorem.
Let W be the set of proper subsets ofv containingx. For
eachw 2 W , �(w) � �(u [ (w � fxg)). Hence

_

w2W

�(w) � �(u [ (v � fxg))

since� is monotone andv =
S
W . If v were not excepted,

we would have�(v) =
W
w2W

�(w), contradicting the as-
sumed property ofv.

Putting the last two theorems together, we have:

Theorem 4.3 (Testing)fxg !S u if and only ifx 2 u or
both�(fxg) � �(u) and for all excepted aggregatesv such
thatx 2 v, �(v) � �(u [ (v � fxg)).

Thus, for a given aggregateu, we can find its flow clo-
sure in a time proportional to these factors: the size ofX ,
the time it takes to compute�, and the number of excepted
aggregates. The number of aggregates is itself exponen-
tial in the size ofX , so any application of this approach to
large examples will have to take advantage of special prop-
erties of those examples, such as interchangeability of com-
ponents of the same type.

We can simplify the job of identifying which aggregates
are excepted by observing that it is sufficent to look at sub-
sets just one element smaller.

Proposition 4.4 (Excepted Aggregate Identification)If
u 6= ;; u is excepted if and only if�(u) 6=

W
x2u

�(u�fxg).

Proof. This condition is necessary since eachu � fxg is a
proper subset ofu. Sufficiency follows from the fact that
for any proper subsetw � u there existsx such thatw �
u� fxg.

5. Examples

There are a few situations in which it is easy to discern
whetheru !S v in the maximal flow policy. For example,
if there are no excepted aggregates, thenfxg !S u if and
only if �(fxg) � �(u), and consequentlyu !S v if and
only if �(u) � �(v).

At the other extreme, suppose that the set of all datasets
(or components, in our interpretation) is excepted. This
means that there is some configuration in which every com-
ponent is needed. In such a system, we can take the set of
all components forv in the Testing result and conclude that
g(u) = u for all u. In other words, no component can be
replaced by a setu unless it belongs tou, so it cannot be
replaced if it has failed. This is an indication of how con-
servative the maximal flow policy can be. However, there
are plenty of systems in which there are spare components,
and safe reconfigurations are possible.

Consider a system in which every aggregate of sizen is
excepted, and no others. This is the case for�S if there
is one service and it is supported by anyn components.
Smaller sets do not support the service, and larger sets do
not support any further services. Then, ifx =2 u, the testing
result implies thatfxg !S u if and only if u has at leastn
elements (otherwise ann-element excepted set containing
u would violate the inequality).

Here is a somewhat more elaborate example. In this sys-
tem there are three types of replaceable components: pro-
cessors, memory cards, and disk drives. Other components,
such as monitors and printers, are outside the scope of the
analysis in this example.

The total set of components available consists of one disk
drive, two memory cards, and four processors, as illustrated
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in Figure 1. With seven components, there are 128 possible
compositions, but they fall into only 30 symmetry classes
because components of the same type are interchangeable,
so that only the number of components of each type is sig-
nificant.

ESSOR

PROC-

ESSOR

PROC-

ESSOR

PROC-

ESSOR

PROC-

DISK

DRIVE
MEMORY

MEMORY

FIgure 1.  Example System Components

Suppose that there are two services provided by the sys-
tem: computation, which requires a processor and a mem-
ory card, and logging, which requires a processor and a disk
drive. One, both, or neither of these services may be avail-
able depending on the current configuration and on which
components are operational. To define the set of realizable
states, it was assumed that no component sharing was pos-
sible.

Our objective is to determine, for each type of compo-
nent, what are the minimal sets of other components that
can replace it in the maximal safe reconfiguration policy.
To do this, for each componentx, we first construct the
flow closureg, and then identify minimal compositionsu
such thatx 2 g(u)� u.

A Prolog program was written to compute the flow clo-
sure, using a routine to compute�S as defined earlier. It
took advantage of the symmetries inherent in the example
by finding the closure for a set of 30 representative composi-
tions. Then, for each type of component – processor, mem-
ory card, and disk drive, the minimal replacement set for
that component (not containing that component) was found
by examining the list of closures.

The results were:

� the disk drive is not replaceable;

� a memory card is replaceable by the other memory
card;

� a processor is replaceable by a set of two other proces-
sors (not just a single processor!).

Why can’t we replace a processor by just one other pro-
cessor? Because this is a maximal safe policy, having the
local reconfiguration property. In such a policy, a replace-
ment rule has to work irrespective of context, i.e., regardless
of what state the system is currently in. This is a very con-
straining condition, and it applies to every replacement rule.
If there were a replacement rule saying that a given process
is replaced by a given alternate processor, it would fail (to
be service preserving) in states in which the chosen alter-
nate processor is already in use. Having a larger replace-
ment set ensures that at least one is available, assuming that
all processors in the replacement set are in working order.

Saying that a processor is replaceable by a set of two
processors could also be interpreted as offering a choice be-
tween them, if only one is necessary. At the moment, the
theory does not indicate when some subset of a replacement
set will do. We may be able to work out a refinement of that
kind in the future.

6. Conclusion

We have begun to investigate what kinds of general state-
ments can be made about the survivability of a fault-tolerant
system, given only an abstract description of system ser-
vices in terms of which sets of components support them
and how they can be shared.

So far, this activity has led to the discovery of an intrigu-
ing connection between this model and the concept of ag-
gregation in a secure database. Specifically, there is a type
of reconfiguration policy analogous to a “safe” information
flow policy. In order to apply the security results, we had to
find the best interpretation of “sensitivity level” for a set of
components.

The definition we found is both necessary and sufficient
to ensure that safe flows are both service-preserving and
correspond to realizable reconfigurations. Furthermore, the
aggregation property of a safe flow policy becomes a lo-
calizability condition on reconfiguration rules, permitting
failed sets of components to be replaced on the basis of
single-component rules.

In order to apply the Meadows result characterizing the
maximal safe flow policy, we found ways to obtain some
computational savings when generating such policies, al-
though our best algorithm is still exponential-time.

It is not clear whether the local reconfiguration property
outweighs the rather restrictive nature of these reconfigura-
tion policies. More general statements about which recon-
figurations are permitted within certain classes of systems
are certainly possible. We may find that the Meadows con-
ditions for “safety” are stronger than needed. In particular, a
reconfiguration rule does not have to be service-preserving
in every state. Locality is not really necessary, although
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additional restrictions beyond the service-preserving condi-
tion seem necessary to achieve computational savings.

We hope that this model will lead to other insights about
survivability, such as possible ways to measure survivabil-
ity, and we are looking at a model with a recursive structure,
where a component is actually a service at a lower level,
with its own components.
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