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Abstract

We demonstrate that for any well-defined cryptographic
protocol, the symbolic trace reachability problem in the
presence of an Abelian group operator (e.g., multiplica-
tion) can be reduced to solvability of a particular system of
quadratic Diophantine equations. This result enables for-
mal analysis of protocols that employ primitives such as
Diffie-Hellman exponentiation, products, and xor, with a
bounded number of role instances, but without imposing
any bounds on the size of terms created by the attacker. In
the case of xor, the resulting system of Diophantine equa-
tions is decidable. In the case of a general Abelian group,
decidability remains an open question, but our reduction
demonstrates that standard mathematical techniques for
solving systems of Diophantine equations are sufficient for
the discovery of protocol insecurities.

1. Introduction

Conventional formal analysis of cryptographic protocols
relies on the so called “Dolev-Yao” attacker model. The
underlying cryptographic primitives are treated as black
boxes, and it is assumed, for analysis purposes, that the at-
tacker does not have access to the algebraic properties of
the corresponding mathematical functions. This assump-
tion is simply not true for primitives such as xor (ex-
clusive or), multiplication, and Diffie-Hellman exponenti-
ation, which are widely used in protocol constructions. The
attacker can and will exploit associativity, commutativity,
cancellation, and other properties of cryptographic opera-
tions. For example, Bull’s recursive authentication protocol
was formally proved correct in a model that treated xor
as an abstract encryption, and then found to be vulnerable
once self-cancellation properties of xor are taken into ac-
count [17, 21].
We use symbolic trace reachability as the standard rep-

resentation of the protocol analysis problem for a trace-
based security property (including secrecy and authenti-
cation properties), a finite number of sessions and an un-
bounded attacker (i.e., there are no upper limits on the size
of terms the attacker may create) [1, 10, 3, 16]. The problem
is symbolic because messages in the protocol specification
may contain variables, representing a data field whose value
is not known in advance to the recipient. The attacker can
choose arbitrary values for the variables, provided he does
so consistently throughout the trace. Consider a trace rep-
resenting an attack (e.g., in the case of a secrecy property,
an interleaving of several protocol executions at the end of
which the attacker outputs the value that is supposed to re-
main secret). Then asking

“Is the protocol insecure?”

is equivalent to asking:

“Given the symbolic attack trace, is there a con-
sistent instantiation of variables such that every
computation performed by the attacker in this
trace is feasible?”

Some previous research on symbolic trace reachability
assumed a free term algebra, which does not represent alge-
braic properties of the cryptographic functions (decryption
is handled implicitly). Even in this setting, the problem has
been shown to be NP-complete [20]. The free term algebra
assumption, however, is inadequate for analyzing protocols
based on Diffie-Hellman exponentiation such as [23], those
involving xor (e.g., block ciphers), or any protocol using
multiplication (e.g., ElGamal).
Our main contribution is to extend the constraint solv-

ing approach, first proposed in [16], to handle the algebraic
properties of Abelian group operators. For any well-defined
cryptographic protocol, we show that symbolic trace reach-
ability is equivalent to solvability in integers of a spe-
cial system of quadratic equations. Quadratic Diophantine
equations have been a subject of extensive investigation in



mathematics, and partial solution techniques can thus be
used to complete the analysis. If the group operator is inter-
preted as xor, the system degenerates into one for which
solutions can be found by exhaustive enumeration, thus es-
tablishing that protocol analysis can be fully automated for
xor. Decidability of finite-session protocol analysis with-
out equational properties, first proved in [20, 6, 16], also
follows as a degenerate case.

Overview. In Section 2, we introduce our formal model
and describe how to reduce the protocol analysis problem to
a sequence of symbolic constraints. In Section 3, we posit
the variable stability condition which is a necessary prop-
erty of any well-defined protocol. In Section 4, we sum-
marize the theory of ground term derivability in the pres-
ence of an Abelian group operator, due to Comon-Lundh
and Shmatikov, which is being published concurrently [7]
(see related work below).
The main technical result of the paper appears in Sec-

tion 5. If the constraint sequence has a solution, we prove
that it has a conservative solution. Intuitively, the conserva-
tive solution only uses the structure that is already present
in the original sequence. We show that the substitution for
any variable is a product of terms (and their inverses) drawn
from a finite set: the non-variable, non-product subterms of
the original symbolic sequence. The resulting set of prod-
uct derivability problems is naturally reduced to a system
of quadratic Diophantine equations, as shown in Section 6.
One of the steps along the way is Abelian group unification,
which is known to be decidable [2].
In Section 7, we extend our approach to protocols with

Diffie-Hellman exponentiation such as GDH [23], under the
restriction that multiplication may appear only in exponents
(the problem is undecidable otherwise). We replace ex-
ponentials by a combination of products and uninterpreted
functions, which reduces the symbolic analysis problem for
such protocols to the solvability of a symbolic constraint se-
quence with an Abelian group operator. Conclusions are in
Section 8.

Related work. Pereira and Quisquater [19] developed a
technique for analyzing group Diffie-Hellman (GDH) pro-
tocols that takes into account algebraic properties of Diffie-
Hellman exponents. Their approach is specific to GDH-
based protocols, and the attacker model is restricted corre-
spondingly (e.g., the attacker is not even equipped with the
ability to perform standard symmetric encryption). They
do not attempt to address the general problem of deciding
whether a term is derivable in an attacker algebra with the
equational theory of multiplication, or whether a particu-
lar symbolic attack trace has a feasible instantiation. Since
they only consider the problem in the ground case, the re-
sulting system of equations is linear, whereas the system we

obtain in the general case with variables is quadratic (see
Section 6). An application of our approach to one of the
Pereira-Quisquater examples is summarized in Section 7.
Recent research by Narendran et al. focuses on decid-

ability of unification modulo the equational theory of multi-
plication and exponentiation [15, 12, 13]. While equational
unification is an important subproblem in symbolic protocol
analysis, unification alone is insufficient to decide whether
a particular symbolic attack trace is feasible.
Decidability of symbolic protocol analysis in the pres-

ence of xor has been proved in [4, 7]. Chevalier et al. [4]
showed that the problem is NP-complete in a restricted pro-
tocol model which is very similar to the one proposed in
this paper. They do not consider Abelian group operators
at all, and their techniques cannot be used directly to model
products or Diffie-Hellman exponentiation. Independently,
Comon-Lundh and Shmatikov [7] demonstrated decidabil-
ity of symbolic protocol analysis with xor in the unre-
stricted model.
This paper lifts the results of [7] by considering the

symbolic analysis problem in the presence of an arbitrary
Abelian group operator, resulting in a substantially more
complicated theory than in the xor case. By contrast, [7]
only considers Abelian group operators in the ground case,
and obtains symbolic decidability results for xor only.

2. Model

We use the strand space model of [24]. A strand is a
sequence of nodes. Associated with each node is a mes-
sage term with a sign, + or , indicating that the mes-
sage is sent or received, respectively. Although messages
in strand nodes are ground terms, protocol roles are speci-
fied as strand schemas, in which message terms may con-
tain variables. A variable can represent either a data field
whose value is chosen externally, or a nonce generated by
that role.
A protocol specification is a set of roles, and instances

of those roles form a strand space. A strand bundle is es-
sentially a Lamport diagram [14] in which the processes are
strands, and message connections are obtained by matching
receive nodes with send nodes, yielding a causal partial or-
dering of nodes. (Lamport called this a space-time diagram,
but others renamed it in the context of distributed systems.)
It is shown in [24] and elsewhere how security ques-

tions can be reduced to questions about the existence of a
bundle including strands from the protocol roles, plus addi-
tional strands representing attacker computations and secu-
rity property tests. In our constraint solving approach be-
gun in [16], bundle existence is determined by starting with
a semibundle (terminology from [22]), in which message
terms may contain variables and the sources of received
messages have not yet been determined. In a semibundle



Pairing of terms and .
Term encrypted with term
using a symmetric algorithm.
Product of terms.
Multiplicative inverse of term .
Any free function.

Figure 1. Message term constructors

to be analyzed, the number of instances of each role has
been determined and variables representing nonces (or ses-
sion keys) have been instantiated to symbolic constants in
the generating roles but not in the roles that receive these
nonces.
Our semibundles have no attacker strands; instead, we

write derivation constraints asserting that each received
message is derivable, using attacker term-generation rules,
from messages that were previously sent (in some node or-
dering consistent with the semibundle) and are thus avail-
able to the attacker. The existence of a bundle extending
the semibundle is reduced to the solvability of a constraint
sequence. Another way to look at a semibundle is to con-
sider it as a symbolic trace representing a successful attack
on the protocol. If the attacker can find a consistent instanti-
ation for variables in this trace that makes all sent messages
derivable, then the protocol is vulnerable to an attack.
An efficient method for solving a set of derivation con-

straints by applying rules for successive transformations of
the constraint set is given in [16], but in this paper we fi-
nesse the constraint solution step by reducing it to a choice
among a finite selection of substitutions. The constraint set
is transformed in other ways, however.

2.1. Term algebra

For the purposes of this paper we use a simplified term
algebra that includes pairing, symmetric encryption and
multiplication (we describe an extension with exponentials
in Section 7). For multiplication there is a unit and a mul-
tiplicative inverse. We allow constants of an atomic ground
message type. As before in constraint solving work, we do
not distinguish between keys and other kinds of messages.
Any number of free function symbols with any number of
arguments are also permitted. A function is included as
a typical representative of this class. The notation for these
operations is shown in Figure 1.
Multiplication forms an Abelian group, and its relations

are given in Figure 2. The rules of Figure 2 are convergent
modulo associativity and commutativity of . Therefore, ev-
ery term has a unique normal form up to associativity
and commutativity. We assume that terms are kept in nor-
mal form.

Rules for products: Associative, commutative, and

Rules for inverses:

Figure 2. Normalization rules for products and
inverses

Unpairing (UL, UR) Decryption (D)

Pairing (P) Encryption (E)

Function app (F) Inversion (I)

Multiplication (M)

Figure 3. Attacker’s capabilities

2.2. Attacker model

We use the standard attacker model augmented with
rules concerning products and inverses (an extension to ex-
ponentials can be found in Section 7). The attacker’s ability
to derive terms is characterized as a term set closure un-
der the inference rules of Figure 3. The rules of Figure 3
without (I) and (M) are sometimes referred to as the (gener-
alized) Dolev-Yaomodel.

2.3. Symbolic constraints

Suppose we are given a semibundle representing a secu-
rity analysis problem, i.e., the problem of finding whether
there exists a feasible instantiation of some symbolic trace



representing an attack. The issues involved in finding the
right trace, such as defining a test role, choosing the num-
ber of instances of each legitimate role, and choosing con-
stants representing nonces in the strands that originate them,
are the same as in the previous research on symbolic trace
reachability [16, 3, 10] and are not covered here.
We generate all possible total orderings of the nodes that

are consistent with the semibundle. Each ordering yields
an ordered set of derivation constraints. If is the
sequence of messages occurring in receive nodes only, and
is the set of messages sent in nodes prior to the node in

which is received, then the constraints are just the se-
quence

Each individual constraint can be interpreted as “at
step , the attacker knows messages in and needs to gen-
erate message .” Both and messages in may con-
tain variables. We assume that contains terms that are
initially known to the attacker, such as and constants spe-
cific to the protocol. The properties of protocol-generated
sequences are discussed in Section 3.
Say that is a solution of (written ) if

is derivable using the inference rules of Figure 3.
Given a constraint sequence ,
is a solution of the constraint sequence ( ) if

is derivable using the rules of Figure 3.
The symbolic analysis problem is to determine, given

a symbolic constraint sequence , whether there exists a
ground substitution such that , is
derivable. We emphasize that, unlike in finite-state analysis,
there are no a priori bounds on the size of the substitution.

2.4. Subterms and product closures

We introduce a few simple definitions. If is a finite set
of terms, let be the least set of terms such that:

If then

If then

If then

If then

If and are not headed
with , then

Define

or

is a variable

Intuitively, is the set of all non-variable sub-
terms of , and is the closure of this set under
and inverse.

3. Well-Defined Constraint Sequences

A protocol is well-defined if it does not require a partici-
pant to perform an impossible or ill-defined computation. A
sequence is well-defined if it corresponds to a well-defined
protocol. In this section, we posit the variable stability prop-
erty which is a necessary (but not sufficient) condition that
must be satisfied by every well-defined constraint sequence.
For example, we wish to rule out the following constraint

sequence:

where, for notational convenience, we write instead of
This sequence corresponds to a protocol in which

some honest participant receives , where both and
are variables whose values are unknown to him, and is then
expected to return . The honest participant is thus asked to
perform an ill-defined nondeterministic computation—split
a product of two unknown terms.
On the other hand, the protocol corresponding to this

constraint sequence:

is not ill-defined. Even though the honest participant re-
ceives a product of unknown variables , he later receives
the term which enables him to learn and, multiply-
ing with , obtain .

3.1. Monotonicity

Let be any constraint
sequence generated from a protocol.

Definition 3.1 (Monotonicity) satisfies the monotonic-
ity property if, , if , then .



This property means that the attacker does not “forget”
terms. As the protocol progresses, the set of the terms avail-
able to the attacker does not decrease. The constraint gen-
eration procedure described in Section 2.3 produces mono-
tonic constraint sequences.

Lemma 3.2 (Stability of monotonicity) Let
be a constraint sequence generated from

a protocol. If , then .

3.2. Variable stability

The variable stability property as defined in this section
is a necessary condition: if it is not satisfied, the protocol re-
quires an ill-defined computation. Therefore, the property
is satisfied by any protocol that one may want to analyze in
practice. Even though our analysis technique can only be
applied to sequences that satisfy the variable stability prop-
erty, this does not affect our ability to analyze any existing
or proposed protocol.

3.2.1 Variable entanglement

Intuitively, variables and are entangled in term if the
recipient cannot use to learn unless he already knows
, and vice versa. For example, and are entangled in

and in . They are not entangled in
. If an honest participant receives a term

with entangled variables and is then expected to send an-
other term which uses only one of these variables, the pro-
tocol effectively requires an impossible computation. We
wish to exclude such protocols from our consideration.

Definition 3.3 (Variable entanglement) Say that vari-
ables and are entangled in term if (i) for every
occurrence of in , there is a superterm (i.e.,

) such that and, for
some , , and (ii) the symmetric condition
holds for every occurrence of .

Proposition 3.4 Let be some term such that variables
. If there exists a substitution

such that , then and are entangled in .

Intuitively, Proposition 3.4 means that if a term con-
tains a variable , substitution of some other variable can
cause to disappear only if and are entangled in .

Proposition 3.5 (Disentanglement is not well-defined)
Consider a protocol that requires a participant to receive
some term in which variables and are entangled,
and let be the set of subterms in which
and are entangled. Suppose the protocol then requires a
participant, before any other term containing (resp. )

is received, to send a term such that (resp.
). If there is an occurence of ( ) in such that

for some , then the protocol
requires an ill-defined computation: namely, it requires a
participant to split a product of two unknown values.

For example, suppose the protocol requires a participant
to receive , in which case . If
the protocol then requires a participant to send , then it
effectively requires him to extract from (“disentangle”

), since occurs outside of any subterms from .
Splitting a product of two unknown values is an ill-defined
computation.
We emphasize that the absence of entanglement is a

necessary, but not sufficient condition for a protocol to
be well-defined. If it is possible to learn from , then
is not entangled with an unknown , but the reverse

is not true. For example, and are not entangled in
, but cannot be learned from

even if is known.

3.2.2 Origination

Definition 3.6 (Origination) Given a constraint sequence
, define for any variable

to be the index of the constraint in which appears for the
first time, i.e., , but

. Where is clear from the context, we will refer to
simply as .

Variable satisfies the variable origination propertywith
respect to a linear ordering on if

, and

satisfies the origination property if

linear ordering on such that
satisfies the variable origination property

with respect to , and

if , then .

Any generated from a well-defined protocol satisfies
the origination property. Recall that a variable represents a
term whose value can be chosen by the attacker. The origi-
nation property requires that there be no variable loops and
that each variable appear for the first time in some attacker-
generated term. If the protocol requires some participant
to send a term involving , i.e., , he is not
expected to do so before he receives for the first time. In-
tuitively, represents the order in which variables appear
in the protocol.



3.2.3 Necessity of variable stability

Definition 3.7 (Variable stability) A constraint sequence
satisfies the variable stability property if, for any (par-

tial) substitution , satisfies the origination property.

Lemma 3.8 (Variable stability is necessary) If does
not satisfy the variable stability property, then the corre-
sponding protocol is not well-defined: it requires a partici-
pant to split a product of two unknown values.

A proof sketch can be found in Appendix A.
Lemma 3.8 implies that the sequence generated from

any well-defined protocol must satisfy the variable stability
property. Therefore, for the remainder of this paper, we will
focus on constraint sequences that satisfy Definition 3.7.

4. Ground Derivability

In this section, we outline the theory of ground term
derivability in the attacker model with an Abelian group op-
erator. This theory is based on the results of Comon-Lundh
and Shmatikov that are being published concurrently [7].
In [7], however, Abelian groups are considered only in the
ground case. By contrast, the rest of this paper is devoted to
solving the problem in the symbolic case.
The normalization property stated in lemma 4.4 may ap-

pear superficially similar to that previously established for
the free attacker algebra (e.g.,[18, 5]). Note, however, that
normalization results obtained in [18, 5] are simply false for
attacker models with non-atomic encryption keys and equa-
tional theories with cancellation, requiring development of
a new proof normalization theory. Details can be found
in [7].

Definition 4.1 (Ground proof) A proof of is a tree
labeled with sequents and such that:

Every leaf is labeled with such that

Every node labeled with has parents

such that is an instance of one

of the inference rules of Figure 3

The root is labeled with

The size of a proof is the number of its nodes.
Informally, there exists a proof of if and only if

the attacker can construct term from the term set using
its capabilities as defined by the rules of Figure 3.

Lemma 4.2 If there is a minimal size proof of one of the
following forms:

...
...

...
...

Then (resp. , resp.
).

Definition 4.3 (Normal ground proof) A ground proof
of is normal if

either and every node of is labeled
with ,

or where every proof is a nor-
mal proof of some with and context
is built using the inference rules (P),(E),(F),(M),(I)

only.

Lemma 4.4 (Existence of normal ground proof) If there
is a ground proof of , then there is a normal ground
proof of .

Proposition 4.5 If there exists a proof of such that
(resp. , resp. ),

then

either (resp. , resp.
),

or there exist normal proofs of and in
which no nodes are labeled with (resp.

, resp. ).

5. Conservative Solutions

We will use the ground derivability results of Section 4
to reason about solutions of symbolic constraint sequences.
Our main insight is that, assuming the symbolic constraint
sequence is generated from a well-defined protocol and
has a solution, there exists a conservative solution that uses
only the structure already present in . Even though vari-
ables may need to be instantiated, in the conservative so-
lution all instantiations are products of subterms (and their
inverses) that are already present in the original sequence
.
To illustrate by example, consider the following con-

straint sequence, where and are variables:



One solution of this sequence is the substitution
. This solution, how-

ever, is not conservative, since the term is not among
the subterms of the original (uninstantiated) constraint se-
quence. We demonstrate that if the constraint sequence is
solvable, then it also has a conservative solution—in this
case, . We can then reduce the proto-
col analysis problem to the search for conservative solutions
of the corresponding constraint sequence.

Proposition 5.1
.

Lemma 5.2 (Instantiation doesn’t introduce structure)
Let be a constraint sequence generated from a protocol,
and let be some term set such that . If, for
some term , there is a minimal size normal proof of one
of the following forms:

...
...

...
...

Then (resp. , resp.
).

Proof:We prove the lemma for (the proofs for
and are similar).
By Lemma 4.2 and Proposition 5.1,

. If is empty, the
lemma follows trivially. Suppose is not empty.
Since is generated from a well-defined protocol, sat-
isfies the variable stability property by Lemma 3.8. There-
fore, there exists a linear ordering on such that
every satisfies the origination assumption with
respect to . Arrange variables so
that .
We prove the lemma by induction over the size of

. More precisely, we will show, ,
that if , then

.
By the origination property (Definition 3.6),

such that and . Ob-
serve that . By the
monotonicity property (Definition 3.1), (in fact,

since and , ). There-
fore, and . Since

, it must be that
where . Therefore,

. We conclude that
. To complete the

induction step, it is now sufficient to show that
.

Since (by origination) and
(by assumption), . We apply

Proposition 4.5 to the proof of . If
, we are done.

Now suppose . By Proposition 4.5,
there must exist a proof of such that no node is
labeled with . Since , this proof can
also serve as the proof of . But this contradicts the
assumption that the minimal size normal proof of
relies on . We conclude that .

Proposition 5.3 If (resp.
, ), then

(resp. ) such that
.

Proposition 5.4 Suppose is a proof as defined by 4.1,

and let be an inference in which

is an instance of some rule other than (M) or (I) (the
premise may be absent). For , if

for some , then .

Definition 5.5 (Conservative substitution) Substitution
is conservative if

Intuitively, a conservative substitution does not introduce
any structure that was not already present in the original
symbolic sequence . We will prove that if there exists
some solution , then there exists a conservative solu-
tion .
Define transformation on normalized ground terms



as follows:

if
otherwise

if
otherwise

if
otherwise

( , no is headed with )

Then define substitution as . Essen-
tially, is the same as , except that all subterms of

that are not in have been eliminated by the
transformation .

Proposition 5.6 If or , then
.

Proposition 5.7 is a conservative substitution.

Proposition 5.8 Given and some ground term ,
if there exists a proof of , then there exists a proof of

.

Proof: Let be the normal proof of using the infer-
ence rules of Figure 3. Such a proof exists by Lemma 4.4.
We prove the proposition by induction over the structure of
.
For the induction basis, suppose that consists of a

single leaf node such that . This im-
plies that s.t. . Either , or

. In either case, by Lemma 5.6,
. Therefore, , and the proof of
consists of a single node .

Consider one inference of of the form

(the premises

for may be absent) and assume as the induction
hypothesis that there exist proofs of .
To complete the induction, it is sufficient to show that for
any inference rule, there exists a proof of .
If the rule is (D), then , for some term
. By Lemma 5.2, , i.e.,

such that . Since , we
obtain that . Therefore,

, thus .
By the induction hypothesis, is the proof of

and is the proof of . The proof

of is then constructed as follows:

A similar argument applies for rules (UL),(UR).
If the rule is (P), then . According

to the definition of , there are two possibilities. If
, then , and the proof

of consists of one node .
If , the proof of

is constructed as follows:

A similar argument applies for rules (E),(F),(M),(I).

Theorem 1 (Existence of conservative solution) If there
exists a solution , then there exists a conservative
solution .

Proof: Let be a solution of . Define substitution
as . By Proposition 5.7,
is a conservative substitution. To show that ,

consider any constraint . Since ,
there exists a proof of . Either ,
or . In either case,
by Proposition 5.6, . By Proposition 5.8,
there exists a proof of . Therefore,

.

Proposition 5.9 If is a conservative substitution, then
.

Proof: First, observe that
. By definition of ,

. By Definition 5.5,
. Therefore,

.

Definition 5.10 (Conservative proof) Given
and a substitution , a proof of is conservative
if, for every node of labeled ,

either , or

node is obtained by (M) or (I) inference rule
and is only used as a premise of an (M) or (I) rule.



Lemma 5.11 (Existence of conservative proof) If
is a conservative solution, then there

exists a conservative proof of .

Proof: Let be the conservative solution of . Consider
any constraint . Since , by Lemma 4.4 there
exists a normal proof of . Let

, and let . From Definition 4.3
of normal proofs, it follows that every node of is labeled

where . Since , by
Proposition 5.9 .
Any inference in other than (M) or (I) must have the

form . Since ,

by Proposition 5.4 .

6. Constraint Solving Procedure

In this section, we describe a finite procedure that re-
duces any constraint sequence generated from a proto-
col to a system of quadratic Diophantine equations which is
solvable if and only if has a solution. The symbolic trace
reachability problem is thus reduced to the solvability of a
particular system of equations.
If has a solution, then, by Theorem 1, there exists a

conservative solution. For the remainder of this section,
we pick a particular conservative solution (if it ex-
ists). We then transform successively to , in which
subterms that are merged by are unified; then to , in
which constraints for derivable non-product subterms have
been added; then to , in which all but product constraints
have been removed; and finally a system of Diophantine
equations is generated from .

Running example. We will use the following symbolic
trace as an (artificial) running example to illustrate our con-
straint solving procedure. An event is a node in
an -role strand, etc.

Recall that the goal of symbolic protocol analysis is to deter-
mine whether this trace is feasible, i.e., whether there exists
an instantiation of variables and such that every term
sent from the network and received by an honest participant
(i.e., every term of the form ) is derivable using the
rules of Figure 3. This is equivalent to deciding whether the
corresponding symbolic constraint sequence has a solu-

tion:

6.1. Determine subterm equalities

In the first step, we guess (i.e., find by exhaustive enu-
meration of finitely many possibilities) the equivalence re-
lation on induced by substitution . More precisely,

, we guess whether or not. Since
is finite, there are only a finite number of possible

equivalence relations to consider. Each equivalence relation
represents a set of unification problems in an Abelian group,
which are decidable [2]. There are finitely many most gen-
eral unifiers consistent with any given equivalence relation.
By exhaustive enumeration of all possible equivalence

relations and all possible most general unifiers for each, we
discover a partial substitution consistent with , i.e.,

if and only if . Let .

Proposition 6.1 if , then .

Lemma 6.2 if and only if .

Proof: Follows directly from the choice of such that
.

Running example. In our running example, we guess that
the only subterm equality is , giving us partial
substitution and producing the following :

6.2. Determine order of subterm derivation

In the second step, we determine which subterms of
can be computed by the attacker and the order in which they
are computed.

1. Guess s.t. there
exists a proof of , i.e., is the set of sub-
terms that are derivable from some term set available
to the attacker. This terminates, since there are only
finitely many subsets of to consider.

2. guess such that there exists a
proof of , but there is no proof of
. In other words, is the index of the first constraint

in from whose term set can be constructed. This



terminates, since is finite, and, for each member of
, there are only finitely many constraints in to

consider.

3. By definition of the normal proof, for any solution
, any term set such that ,

any , if the minimal size normal proof of
contains a node labeled , then the

minimal size normal proof of does not con-
tain a node labeled . Therefore, is consistent
with at least one linear ordering on that satisfies
the following property:

If , then the normal proof of does
not contain any node labeled with .

Of all possible orderings on that satisfy this prop-
erty, we pick one that also satisfies

If , then .

This is possible since means that there does
not exist a proof of . Therefore, the proof
of cannot have a node labeled .
Intuitively, is the order in which members of are
derived. Since there are only finitely many possible
linear orderings on to consider, we find by ex-
haustive enumeration.

4. We arrange according to the ordering
, and insert each in the constraint sequence imme-

diately before the constraint. More precisely,
we replace with

Call the resulting sequence , and repeat this step
for . Given , is con-
structed by inserting immediately before

, and adding to the term sets of all sub-
sequent constraints.

Let .

Proposition 6.3 if , then .

Proposition 6.4 such that ,
.

Lemma 6.5 if and only if .

Proof: Follows directly from construction of since only
constraints solved by are added to to obtain .

Running example. In our running example, we guess that
no subterms (other than those already appearing as target
terms) are derivable, and, therefore, .

6.3. Eliminate all inferences other than (M) or (I)

In this step, we eliminate all constraints other than those
involving application of rules (M) and (I) only.

Lemma 6.6 Consider any and the last infer-
ence of the proof of .

If , then .

If is obtained by (UL), then for some
term .

If is obtained by (UR), then for some
term .

If is obtained by (D), then for some term
.

If is obtained by (P), then and
for some terms .

If is obtained by (E), then and
for some terms .

If is obtained by (F), then and for
some term .

Proof: Consider any . Since is a
conservative solution, by Lemma 5.11, there exists a con-
servative proof of .
If , then s.t. . From

Proposition 6.3, it follows that . We conclude
that, whenever , is such that .
If , consider the last inference of the con-

servative proof of . It must have the form

(the premises for

may be absent). If this inference is an instance of
any rule other than (M) or (I), then and, by Defini-
tion 5.10, , i.e., such that

and .
Since there exist proofs of , it must be that

. Since the proof of contains nodes
labeled , by definition of ordering it must be
that . By Proposition 6.4, . We conclude
that the proof of consists of one inference:



Consider all possible cases for this inference rule other
than (M) or (I).
If the rule is (UL), then for some term

. By Proposition 5.9, . By Propo-
sition 5.3, this means that such that

. By Proposition 6.3, this implies that
. Since , Proposition 6.3

also implies that . Therefore, .
We conclude that, whenever is obtained by (UL) rule,

is such that . The proofs for (UR)
and (D) is similar.
If the rule is (E), then . By Propo-

sition 5.9, . By Proposition 5.3,
and . Since

by Definition 5.10, Proposition 6.3 implies . We
conclude that, whenever is obtained by (E) rule,

and where . The
proofs for (P) and (F) are similar.

Lemma 6.6 implies that we can discover all
such that or is obtained by

(UL),(UR),(D),(P),(E) or (F) rule by syntactic inspection of
.
Let be the constraint sequence obtained from by

eliminating all such .

Lemma 6.7 if and only if .

Proposition 6.8 , proof of uses (M)
and (I) rules only.

Running example. In our example, we guess the first and
third constraints were obtained by application of rules (M)
and (I) only. We eliminate the second constraint, obtaining
the following :

6.4. Solve system of quadratic equations in integers

In the last step of the constraint solving procedure,
we convert the constraint sequence into a system of
quadratic Diophantine equations which is solvable if and
only if , and, by lemmas 6.2, 6.5 and 6.7, .
Recall that is the set of all

variables that appear in . Let
be the (finite)

set of all non-variable, non-product subterms of , and
suppose .
Since we are only considering conservative solutions,

by Definition 5.5, .
Since is closed under ,

. For brevity, let
. Any possible value for a variable is a prod-

uct (with possible inverses) of instances of elements of .
To derive the Diophantine equations, we write products

and inverses using integer exponents. For example,
. Thus, for some integer values ,

If the substitution is well-defined, then cannot de-
pend on the instances of terms that include or variables
that depend on . Therefore, any solution is consistent with
some linear ordering on so that if , then

such that . We guess this
ordering by exhaustive enumeration, and set if

. This ensures that any substitution
we compute is well-defined.
For any term , define to be the set of all top-level

factors of , i.e., if
and none of are headed with . For example,

.
Now consider any constraint , and let
. By Proposition 6.8, the proof of contains

applications of (M) and (I) rules only. Therefore, for some
integer values

Replacing each with ,
we obtain

where

Since , by Propo-
sition 6.3 if , then . Therefore,
the following equations must hold for some integer values

:

without variables and products

if if

if

if

where are variables;
are integer constants;
if s.t.

(1)



The total number of equations of this form is equal to
where is the number of constraints in ,

is the number of variables, and is the number of subterms
other than variables and products.

Running example. Recall that, in our running example,
we are solving the following :

Since , we replace with
and obtain the following equa-

tions, which must be solvable for some integer values
:

which is equivalent to the following system of quadratic
Diophantine equations:

Solving it directly, we obtain:

There are an infinite number of solutions, all of the form
. For example, if , the attacker

constructs as .

Theorem 2 (Soundness and completeness) Symbolic
constraint sequence has a solution if and only if the
system of equations (1) has a solution in integers.

Decidability of simultaneous quadratic Diophantine
equations is not known in general (systems of linear Dio-
phantine equations are decidable [8]). There are various
partial results, listed in standard surveys. For example, the
two-variable equation can be solved completely [11]. The
following quote is taken from [25, p. 1164]: “There is a
fairly complete theory of homogeneous quadratic Diophan-
tine equations with three variables, and on the basis of re-
sults from the early and mid-1900s a finite procedure should
in principle be able to handle quadratic Diophantine equa-
tions with any number of variables. (The same is not true
of simultaneous quadratic Diophantine equations).” As our
running example of Section 6 shows, in particular cases it
may be reasonably easy to find solutions despite the lack
of a general algorithm. We conjecture that the system of
equations (1) is decidable.

Corollary 6.9 (Decidability with xor) If is interpreted
as xor (i.e., ), then symbolic trace reachabil-
ity is decidable.

Proof: If , then is a finite set for
any , and the value of can be found by exhaustive
enumeration. Also, the variables
of system (1) can only assume or value. Therefore,
solution can be found by exhaustive enumeration.

Corollary 6.10 (Decidability with free term algebra) In
the absence of any operators with algebraic properties,
symbolic trace reachability is decidable.

Proof: In the absence of rules (M) and (I), the first three
steps of the reduction procedure of Section 6 give a sound
and complete decision procedure for solvability of ,
resulting in an empty if and only if has a solution.

7. Extension to Group Diffie-Hellman

In this section, we extend the constraint solving approach
developed in Section 6 to protocols such as group Diffie-
Hellman [23]. Our extension, however, applies only in a
restricted setting. We assume that the Abelian group (mul-
tiplication) operator appears only in the exponents. In par-
ticular, exponentials are not multiplied with each other, i.e.,
terms such as do not appear in the protocol specifica-
tion, nor is the attacker permitted to multiply exponentials.
This restriction is necessary to preserve decidability, since
it has been shown that unification (and, therefore, the sym-
bolic analysis problem) is undecidable in the presence of
equational theories for both Abelian groups and exponenti-
ation [12, 13]. This does not affect our ability to analyze
protocols such as [23] since they satisfy the restriction (a
similar restriction is adopted by [19]).
We extend the message term constructors of Figure 1

with terms representing exponentials. We also extend
the rules of Figure 2 with the rules for exponentials, as
shown in Figure 4. The rules of Figure 4 were shown in [15]
to lead to unique normal forms up to associativity and com-
mutativity of the operator.
For the class of protocols we are interested in, it is typ-

ically assumed that all exponentiation is ultimately from a
constant base, that is, the normal form of every exponen-
tial ground term is where is a public constant. Also,
in the protocols of interest, multiplication, exponentiation
and other arithmetic is typically performed in a large finite
field. We assume, as protocol designers do, that the discrete
logarithm problem is hard, and exponentiations are thus not
invertible in practice.



Rules of Figure 2, and

Figure 4. Normalization rules for exponentials

Consider a derivation constraint of the form

(2)

Under the Computational Diffie-Hellman Assumption (it is
not feasible to compute from and ), the only way
the attacker can compute the needed exponential is to
take one (and no more than one!) of the exponentials at
his disposal, i.e., some (at least one such term is
available, since is the publicly known base) and
raise it to a power such that , provided that
such a exists, and that is derivable from .
Hence, every time we encounter a constraint of form (2),

we nondeterministically choose one of the exponential
terms from the term set available to the attacker, and we
replace the constraint (2) with

where some (3)

These constraints are solved by the procedure in Sec-
tion 6, treating as . However, there is one proviso.
When arithmetic is performed mod , existence of re-
quires that , since .
Such a does not exist for divisors of (other than
). This means that our procedure in Section 6, in this
case, may produce some formal solutions that cannot ac-
tually be instantiated. (Thanks to Lida Wang for noting that
we should mention this.)
Our constraint solving procedure only applies to finite

symbolic traces. Therefore, it can be used to analyze only
a finite number of instances of group Diffie-Hellman-based
protocols. This restriction is inherent in the symbolic anal-
ysis approach. In fact, protocol analysis with unbounded
instances is known to be undecidable even in the free term
algebra case [9, 1], and thus certainly undecidable once the
equational properties of multiplication are taken into ac-
count. While symbolic constraint solving cannot be used
to prove that a protocol is correct in the general case, it can
used for fully automated discovery of attacks on specific in-
stances without imposing any bounds on the size of terms
created by the attacker, or the attacker’s ability to exploit
algebraic properties of multiplication and xor.

7.1. Pereira-Quisquater Example

In [19], Pereira and Quisquater find an attack against key
authentication in an authenticated groupDiffie-Hellman (A-

GDH.2) protocol. The way that attack would be identified
using the approach in this paper is sketched here.
The attack involves two key distribution sessions, the

first among four parties, one of whom is dishonest, and
the second among three parties after the dishonest party has
been removed from the group. The dishonest party causes
one of the honest parties to accept a non-authentic, compro-
mised key in the second session.
In a decidable finite-session context, the analyst chooses

how many strands of each role to consider. It is sufficient in
this example, involving a four-party group of
and , to choose two instances of role and one of .

is ignored, is compromised, and is the dishonest
party, whose role is taken over by the attacker.
The role of the intermediate party is this:

where is a secret nonce and is ’s secret key, shared
with . The role of the last party is this:

In the semibundle to be analyzed, nonces are instantiated
in the strands where they are generated, so we will have as
constants and , , and the keys and . ,
and remain variables. Primed variables are associated
with the second session. The second “ ” node in the first
instance of is not used, but it is included, using , in
the second instance. (It is not necessary to predict this, but
it simplies the presentation.)
The analysis considers all the finite number of possible

event sequences consistent with the semibundle, in partic-
ular the one identified by [19], which yields the constraint
sequence:

The ditto mark means to repeat the right-hand terms from
the constraint just above. The last constraint says that the
key , which is computed and accepted as the secret
group key by , is derivable; this is the vulnerability goal.
All of the constraints have an exponential on the left, so

we do not have to go through any of the unification or sub-
term constraint introduction steps that might arise in gen-
eral. For each of the exponentials on the left we find, by
finite search or by oracle, the exponential on the right from



which it is computed. For example, the third constraint
is solved by computing from . With the correct
choices, the exponential removal step leads to product con-
straints

Here we have omitted exponential terms on the right be-
cause they will not occur in exponents, and is implicit as
a zeroth power.
Now we solve for the variables by expressing them as

products of unknown powers of the factor terms, all of
which are constants. After substitution, the products on the
left of each constraint are set equal to a product of unknown
powers of the terms on the right. There are no variables on
the right, so the Diophantine equations will be linear.
For example, if and ,

the seventh constraint (the second one with ) leads to the
Diophantine equations

, where is the unknown power of on the right.
The full set of Diophantine equations has many solutions,
including

, slightly simpler than the solution
in [19].

8. Conclusions

We have presented a constraint solving technique that re-
duces the problem of symbolic protocol analysis in the pres-
ence of an Abelian group operator to a system of quadratic
Diophantine equations. The significance of this result is that
it enables formal analysis of a wide class of protocols that
cannot be analyzed in a free-algebra model.
The most important question for further investigation is

whether the resulting system of equations is decidable in
the general case of an Abelian group operator (as opposed
to xor), and, if so, what is the complexity of solving it?
We conjecture that it is, in fact, decidable. By comparison,
for both the free algebra [20] and xor [4], the symbolic
analysis problem has been proved NP-complete.
Results presented in this paper are but the first step to-

wards reducing the gap between formal methods and math-
ematical proofs typically employed in cryptographic analy-
sis of security protocols. Even though we take into account

some mathematical properties of the underlying crypto-
graphic primitives, we are still analyzing an abstract model,
and thus possibly missing attacks due to our idealized treat-
ment of cryptography. It would be interesting to know
whether the results of this paper, especially the existence of
conservative solutions, can be extended to algebraic theo-
ries other than Abelian groups, or to richer equational theo-
ries that more accurately represent properties of the relevant
cryptographic functions. At the same time, recent unde-
cidability results for equational unification [12, 13] suggest
that the symbolic constraint solving problem is undecidable
in the presence of rich equational theories. Therefore, it is
very likely that symbolic analysis can be fully automated
only for abstract protocol models, or for protocols that em-
ploy cryptographic primitives without visible mathematical
properties.
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A. Proof of Lemma 3.8

Lemma 3.8 If does not satisfy the variable stability property,
then the corresponding protocol is not well-defined: it requires an
honest participant to split a product of two unknown values.
Proof: (SKETCH) Suppose such that does not satisfy the
origination property. Let be the smallest such substitution, i.e.,

where satisfies the origination property and
is a one-variable substitution. We will show that

(and, by induction over , ) requires an ill-defined
nondeterministic computation.
By our choice of and , that does not satisfy

the origination property in . Since
, . Let be the indices

of the constraints in which and , respectively, appear in for
the first time, and let to the index of the constraint
in which first appears in .

By assumption, both and satisfy the origination property in
with respect to some ordering . There are three possibilities:

, , or .
Consider . By choice of , it does not affect any

constraints not involving . Therefore,
. Since , we obtain that and

. By Definition 3.6 applied to in ,
and . This contradicts

our assumption that does not satisfy the origination property in
.
If , then, by choice of , . By Definition 3.6

applied to in , and .
Since , . Moreover, by definition of and ,

. Since , we obtain that
and . Therefore,

and satisfies the origination property in , which
contradicts our assumption.
Finally, consider . Since does not affect any con-

straints preceding , if , then
and the origination property is satisfied, which contradicts our
assumption. Therefore, it must be that . Since

, by Proposition 3.4 and must be entangled in
. Let be the minimal subterm of in which
and are entangled, and observe that .
Now consider , i.e., the constraint in which ap-

pears for the first time in . Observe that ( does
not affect constraints preceding ). Since does not satisfy the
origination property, there are two possibilities: , or

.
If , it must be that . Let

be the constraint from which was obtained
by substitution , i.e., , . Either , or

. Moreover, even if , either , or
appears in a subterm other than since . Therefore,
by Lemma 3.5, the protocol requires an ill-defined computation.
More precisely, it requires some honest participant to receive a
term in which and are entangled and extract either , or
from it. Such protocols are not well-defined, and we shall exclude
them from our consideration.
The last case is and

such that . If such that but
, then it must be that . By induction

on the structure of , we prove that in this case ,
which contradicts our assumption that . Therefore, it
must be that
Since , they satisfy the origination property in
with respect to some . Let with inserted immedi-

ately after , i.e., if , then
. By Definition 3.6,

satisfies the origination property in with respect to ,
and such that satisfies the origination
property with respect to by construction. This contradicts our
assumption that does not satisfy the origination property.


